
       
Practice Name / HIPAA BA Present State Entity Type Affected Date Incident Type Breach Location 

Urological Associates of Central Jersey P.A. NJ 
Healthcare 
Provider 1800 9/18/2017 Hacking/IT Incident 

Desktop Computer, 
Network Server 

No Business Associate Present             

              

Virtua Medical Group NJ Healthcare 
Provider 

1654 3/11/2016 Unauthorized 
Access/Disclosure 

Network Server, 
Other 

No Business Associate Present             

              

BioReference Laboratories, Inc NJ Healthcare 
Provider 

3563 4/8/2016 Unauthorized 
Access/Disclosure 

Other 

No Business Associate Present             

              

BioReference Laboratories, Inc. NJ Healthcare 
Provider 

1772 4/14/2017 Improper Disposal Paper/Films 

No Business Associate Present             

              

Horizon Healthcare Services Inc. doing business 
as Horizon Blue Cross Blue Shield of New Jersey 
and its affiliates 

NJ Health Plan 55700 12/30/2016 
Unauthorized 
Access/Disclosure Paper/Films 

No Business Associate Present             

              

New Jersey Spine Center NJ 
Healthcare 
Provider 28000 9/22/2016 Hacking/IT Incident 

Electronic Medical 
Record, Network 
Server 

No Business Associate Present             



              

Quest Diagnostics NJ Healthcare 
Provider 

34055 12/12/2016 Hacking/IT Incident Network Server 

No Business Associate Present             

              

Susan M Hughes Center NJ Healthcare 
Provider 

11400 12/27/2016 Hacking/IT Incident Network Server 

No Business Associate Present             

              

Diamond Institute for Fertility and Menopause, 
LLC 

NJ Healthcare 
Provider 

14633 4/28/2017 Hacking/IT Incident Network Server 

No Business Associate Present             

              

Spine Specialist NJ Healthcare 
Provider 

600 4/28/2017 Theft Laptop 

No Business Associate Present             

              

Dr. Melissa D. Selke NJ 
Healthcare 
Provider 4277 12/5/2016 Hacking/IT Incident 

Desktop Computer, 
Electronic Medical 
Record 

No Business Associate Present             

              

Princeton Pain Management NJ Healthcare 
Provider 

4668 1/27/2017 Hacking/IT Incident 
Desktop Computer, 
Electronic Medical 
Record 

No Business Associate Present             

              



G&S Medical Associates, LLC NJ 
Healthcare 
Provider 3000 1/14/2016 Hacking/IT Incident Desktop Computer 

No Business Associate Present             

              

San Juan County New Mexico NM 
Healthcare 
Provider 12500 5/17/2016 Hacking/IT Incident Desktop Computer 

No Business Associate Present             

              

New Mexico Heart Institute NM 
Healthcare 
Provider 4185 11/23/2016 

Unauthorized 
Access/Disclosure 

Other Portable 
Electronic Device 

No Business Associate Present             

              

Indian Health Service Northern Navajo Medical 
Center 

NM Health Plan 7421 4/7/2016 Theft Paper/Films 

No Business Associate Present             

              

Carson Valley Medical Center NV Healthcare 
Provider 

11368 4/4/2017 Unauthorized 
Access/Disclosure 

Email 

No Business Associate Present             

              

ELLIOT J MARTIN CHIROPRACTIC PC NY Healthcare 
Provider 

1200 2/24/2016 Hacking/IT Incident Desktop Computer 

No Business Associate Present             

              

New York City Health and Hospitals Corporation 
- Coney Island Hospital 

NY Healthcare 
Provider 

3494 5/9/2017 Unauthorized 
Access/Disclosure 

Other, Paper/Films 



No Business Associate Present             

              

Emblem Health - GHI NY Health Plan 81122 11/22/2016 Unauthorized 
Access/Disclosure 

Network Server, 
Other, Paper/Films 

No Business Associate Present             

              

MetroPlus Health Plan NY Health Plan 808 1/3/2017 Unauthorized 
Access/Disclosure Other 

No Business Associate Present             

              

Metropolitan Life Insurance Company NY Health Plan 4220 7/19/2017 
Unauthorized 
Access/Disclosure Other 

No Business Associate Present             

              

St. Luke's Cornwall Hospital NY 
Healthcare 
Provider 29156 12/30/2015 Theft 

Other Portable 
Electronic Device 

No Business Associate Present             

              

Lindsay House Surgery Center, LLC NY 
Healthcare 
Provider 773 3/18/2016 Theft Paper/Films 

No Business Associate Present             

              

AHRC Nassau NY 
Healthcare 
Provider 1200 1/6/2016 

Unauthorized 
Access/Disclosure Paper/Films 

No Business Associate Present             

              



Emblem Health - GHI NY Health Plan 703 2/17/2017 
Unauthorized 
Access/Disclosure Paper/Films 

No Business Associate Present             

              

MVP Health Care, Inc. NY Health Plan 951 4/14/2017 
Unauthorized 
Access/Disclosure Paper/Films 

No Business Associate Present             

              

Amida Care NY Health Plan 6231 9/29/2017 
Unauthorized 
Access/Disclosure Paper/Films 

No Business Associate Present             

              

Newkirk Products, Inc. NY Business 
Associate 

3466120 8/9/2016 Hacking/IT Incident Network Server 

Business Associate Present             

              

New York State Office of Mental Health NY Healthcare 
Provider 

21880 8/15/2016 Hacking/IT Incident Network Server 

No Business Associate Present             

              

Pediatric Healthcare Solutions, a Division of 
ProHEALTH 

NY Healthcare 
Provider 

6932 6/28/2017 Hacking/IT Incident Network Server 

No Business Associate Present             

              

Kinetorehab Physical Therapy, PLLC NY Healthcare 
Provider 

665 11/4/2016 Theft Laptop 



No Business Associate Present             

              

Centers Plan for Healthy Living NY Health Plan 6893 3/3/2016 Theft Laptop 

No Business Associate Present             

              

Waiting Room Solutions Limited Liability 
Limited Partnership 

NY Business 
Associate 

700 12/23/2016 Unauthorized 
Access/Disclosure 

Email 

Business Associate Present             

              

Mary Ruth Buchness, MD, Dermatologist, P.C. NY Healthcare 
Provider 14910 12/11/2015 Unauthorized 

Access/Disclosure Email 

Business Associate Present             

              

Hospital for Special Surgery NY Healthcare 
Provider 647 3/17/2016 Unauthorized 

Access/Disclosure Email 

No Business Associate Present             

              

MetroPlus Health Plan, Inc. NY Health Plan 15212 9/1/2017 Unauthorized 
Access/Disclosure Email 

No Business Associate Present             

              

Metropolitan Jewish Health System, Inc. d/b/a 
MJHS NY 

Business 
Associate 2483 3/22/2016 Hacking/IT Incident Email 

Business Associate Present             

              



Kaleida Health NY 
Healthcare 
Provider 2789 7/21/2017 Hacking/IT Incident Email 

No Business Associate Present             

              

MJHS Home Care NY 
Healthcare 
Provider 6000 8/11/2017 Hacking/IT Incident Email 

No Business Associate Present             

              

Kaleida Health NY 
Healthcare 
Provider 744 8/25/2017 Hacking/IT Incident Email 

No Business Associate Present             

              

Elderplan, Inc. NY Health Plan 22000 8/5/2017 Hacking/IT Incident Email 

No Business Associate Present             

 
          
 
          
 
          
 
          
 
          
 


